
Start your Laptop or Desktop



Please make sure that you are connected to the Internet



Make sure you have received the Verification Key & the Activation Code by PIN Mailer



Download STARTOKEN

STEP 1: Go to Bank of India Retail Internet Banking website http://www.bankofindia.com/internetbank.aspx



Download STARTOKEN

STEP 2: Login to your account



Download STARTOKEN

STEP 3: Follow on screen instructions to download & save STARTOKEN installer on your computer 



Download STARTOKEN

STEP 4: Double click on STARTOKEN installer to install STARTOKEN on your machine



Activate STARTOKEN

STEP 1: Double click on the STARTOKEN icon to start the application

StarToken



Activate STARTOKEN

STEP 2: Enter your Internet Banking User ID and click on Submit



Activate STARTOKEN

STEP 3: Match the Verification key displayed in the activation window with the Verification

key you have received from Bank of India.



Activate STARTOKEN

STEP 3.1: If the verification key is correct select the option “Verification Key is correct” and enter

the “Activation Code” that you have received from Bank of India and click on Submit



Activate STARTOKEN

STEP 3.2: If the verification key is incorrect select the option “Verification Key does not match” 

and click on Exit. Call Bank of India call centre to resolve the issue



Activate STARTOKEN

STEP 4: Setup Security Question and STARTOKEN Device Pin



Activate STARTOKEN

STEP 4.1: Set Security Question by selecting from dropdown list or by typing a new question and specifying an answer



Activate STARTOKEN

STEP 4.2: Set STARTOKEN Device PIN (minimum 4 digits and maximum 10 digits) and click on Submit

You have to always remember the “Device Pin” & Security answer



Activate STARTOKEN

STEP 5: You will be taken to your Bank of India Retail Internet Banking login page in a Secure Desktop mode



Activate STARTOKEN

STEP 6: Login to your account and start doing internet banking using STARTOKEN



Regular Use (Always use STARTOKEN for Bank of India Internet Banking)

STEP 1: For subsequent internet banking usage, double click on the STARTOKEN icon

StarToken.exe



Regular Use (Always use STARTOKEN for Bank of India Internet Banking)

STEP 2: Enter your Internet Banking User ID and STARTOKEN Device PIN. (Always remember the Device Pin)



Using STARTOKEN for Online Payment Authorization

You can book railway tickets, Pay Bills & much more all through STARTOKEN



Using STARTOKEN for Online Payment Authorization

STEP 1: Login to STARTOKEN and Click “Go To Windows”



Using STARTOKEN for Online Payment Authorization

STEP 1: Login to STARTOKEN and Click “Go To Windows”

STEP 2: Access your merchant site & start the online transaction



Using STARTOKEN for Online Payment Authorization

STEP 1: Login to STARTOKEN and Click “Go To Windows”

STEP 2: Access your merchant site & start the online transaction

STEP 3: Verify transaction details on the Bank Of India Netbanking page & click PAY



Using STARTOKEN for Online Payment Authorization

STEP 1: Login to STARTOKEN and Click “Go To Windows”

STEP 2: Access your merchant site & start the online transaction

STEP 3: Verify transaction details on the Bank Of India Netbanking page & click PAY

STEP 4: You will see a “Transaction Authorization”  window



Using STARTOKEN for Online Payment Authorization

STEP 1: Login to STARTOKEN and Click “Go To Windows”

STEP 2: Access your merchant site & start the online transaction

STEP 3: Verify transaction details on the Bank Of India Netbanking page & click PAY

STEP 4: You will see a “Transaction Authorization”  window

STEP 5: Click Accept to authorize the transaction or

Click Decline to reject the transaction



Using STARTOKEN on a different computer

Option 1: Using SMS One Time Password (OTP)

Step 1: Log on to the Internet Banking & download STARTOKEN. You will be asked to choose between SMS OTP or 

STARTOKEN OTP. If you have your registered mobile available, please choose „Send me an OTP via SMS‟ 

and click submit



Using STARTOKEN on a different computer

Option 1: Using SMS One Time Password (OTP)

Step 2: Enter the security answer and the OTP you received via SMS and click submit



Using STARTOKEN on a different computer

Option 2: Using STARTOKEN One Time Password (OTP)

Step A: Generate STARTOKEN OTP

1. Log on to STARTOKEN on your regular computer. Click on „My Credentials‟ and choose „Generate STARTOKEN OTP‟



Using STARTOKEN on a different computer

Option 2: Using STARTOKEN One Time Password (OTP)

Step A: Generate STARTOKEN OTP

2. Enter the Validity Period and click Generate. Note the OTP and keep it in a safe place

You will need this for using STARTOKEN  on a different computer



Using STARTOKEN on a different computer

Step B: Install STARTOKEN on a different computer

1. Log on to the Internet Banking & download STARTOKEN. You will be asked to choose between 

SMS OTP or STARTOKEN OTP. Click on „Use my STARTOKEN OTP‟



Using STARTOKEN on a different computer

Step B: Install STARTOKEN on a different computer

2. Enter the security answer and the STARTOKEN OTP you have previously generated in step A. Click submit



Other STARTOKEN features

STEP 1:  At any point, click on “Go to Windows” to return to your Windows desktop

Now you are at windows desktop, you will see the StarToken tab in the taskbar. Click on StarToken tab 

to go back and continue your Internet Banking

[Note: If you stay at the windows desktop for more than 3 minutes & click the StarToken tab, you will be 

asked to enter the device pin before entering the StarToken]



Other STARTOKEN features

STEP 2:  Clicking on “Helpdesk” button will take you to the Bank of India customer care where you can read about the 

application usage, frequently asked questions (FAQs) and also communicate with Bank of India support personnel

STEP 3:  Clicking on “StarConnect” button will go back to your internet banking window



Other STARTOKEN features

STEP 4:  Click on “Change PIN” button to change your STARTOKEN Device PIN. It is recommended 

that you change the PIN every 15 days

STEP 5:  Clicking on “Exit StarToken” button will signout Bank of India internet banking and 

exit the STARTOKEN application


