Start your Laptop or Desktop




Please make sure that you are connected to the Internet
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Make sure you have received the Verification Key & the Activation Code by PIN Mailer
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Secure Internet Banking

Download STARTOKEN

STEP 1: Go to Bank of India Retail Internet Banking website http://www.bankofindia.com/internetbank.aspx

A Ran N

@'Ov 2] hitp://www.bankofindia.com/internethank.aspx '| ) ’ o [ X l':' Googie P

¢ Favorites @ Bank of India

»

Home | Corporate Profile | Bank's Network | Product Query | Contact Us —

Bank of India Relationships beyond banking (e

DeposH ) Loans | NRl | Cards Interest Rate i Senvice Chargesfee : Customer Corner | Investor Corner : Tendes
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++ Book Rall Ticket know more IDs, Passwords, even transaction Passwords, etc., by clicking on
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WARNING
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Download STARTOKEN
STEP 2: Login to your account

PN KB [T2| Relationships beyond banking

Star Connect nternet Banking Services

Retail Virtual Keyboard (for entering password only) Help

LB M M M E I EEIE]
LI ] I EEIEIE]
EMERIEEE] BRI
[ use virtual keyboard (Recommended) DDDDDDDD E]

i | I O
15| I O

Note:Password is Case Sensitive [,.”. T ” Backspact ” Cloar |

PASSWORD :

Eorgot Password? | New User| Transaction Password | Password Acknowledgement | Unblock/ Regenerate Password
You can now use your Debit-cum-ATM Card for Online Reset / Unblock / Acknowledge / Request for your Password

e
"
ﬁ/— $'.' Important : In our constant endeavor to give you better service and user experience, we have enhanced our
o ’ Internet Banking site. You may feel changes in the User Interface (look and feel). Please change your password

b3 7 : regularly and keep your computer protected and updated with latest Antivirus and patches. Please do not click on
A-“n'i?*,_rr any hyperlinks to reach to our site, but type our site address http://bankofindia.co.in/.

Trouble Logging in | Safe Internet Banking | Terms and Conditions | Disclaimer| Contact Us

[Best viewed in IE ver 5.5 and above in 1024 x 768 Resolution]
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Download STARTOKEN

STEP 3: Follow on screen instructions to download & save STARTOKEN installer on your computer

/= Welcome! - Windows Internet Explorer

Online banking is now more secure with StarToken™!

Dear Customer,

« You have been enroled for StarToken™ and a welcome kit with the Activation PIN Mailer has been dspatched to your
correspondence address.

« StarToken™ from Bank of India is a safe and secure method for Onine Bankng and NetBankng Payments.

« StarToken™ protects you from Internet frauds such as bain-d / password theft by phshng, keybggers on your computer &
browsser and other sophisticated hackng attacks.

+ Please activate StarToken™ before 20th Feb 2010. After this date you will NOT be able to do fund transfers and
payments using your Internet browser.

« If you have the Activation PIN Mailervith you right now select the "Yes" option below. Othenwse cick "No".

Activate StarToken™ now?

Yes No

__________________________________________________K

Dore @ Intemet A~ Resn -~

Download StarToken™
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Download STARTOKEN
STEP 4: Double click on STARTOKEN installer to install STARTOKEN on your machine

[ 14 StarToken (E=icn~<"]

Bank of India

-t g E] This setup will guide you through steps required for StarToken installation on your system

5"
Ay

StarTokenSet

WARNING: This computer program is protected by copyright law and international treaties.
Unauthorized duplication or distribution of this program, or any portion of it, may result in severe civil
or criminal penalties, and will be prosecuted to the maximum extent possible under the law,




Activate STARTOKEN
STEP 1: Double click on the STARTOKEN icon to start the application

StarToken
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Activate STARTOKEN
STEP 2: Enter your Internet Banking User ID and click on Submit

STRRTOIEN o

Enter User Id

User ID |shashank78

/
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Activate STARTOKEN

STEP 3: Match the Verification key displayed in the activation window with the Verification
key you have received from Bank of India.

STRIRTOIEN W
Activation

Check Verification Key

(3) Verification Key is Correct

() Verification Key does not match

Enter Activation Code Bewvf]

4 attempts left
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Activate STARTOKEN

STEP 3.1: If the verification key is correct select the option “Verification Key is correct” and enter
the “Activation Code” that you have received from Bank of India and click on Submit

STRIRTOIEN @

Activation
Check Verification Key 8mkxe

(3) Verification Key is Correct

() Verification Key does not match

Enter Activation Code  (_ [Bew]

4 attempts left
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Activate STARTOKEN

STEP 3.2: If the verification key is incorrect select the option “Verification Key does not match”
and click on Exit. Call Bank of India call centre to resolve the issue

STRRTOKEN I3

Activation

Check Verification Key 8mkxe

() Verification Key is Correct

@N«ﬂution Key does not muh]

Please report thi@ 022-40919191

4 attempts left

C - N -
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Activate STARTOKEN
STEP 4: Setup Security Question and STARTOKEN Device Pin

STER OGN (X

StarToken Setup

Activation successful. Please provide the following information to setup StarToken

1. Additional Security Question

Question Mhat was the make of your first car? »

Answer |contessa

- Please provide information here, that you would remember easily.

- The above security question will be asked to you when you use StarToken from a new PC.
(You will need to provide the same answer youve specified here, to authenticate yourself)

2, StarToken Device PIN

Set your Device PIN  [eeee | (4-10 digits )
Confirm Device PIN  |eswe |

- Please remember this PIN. You will always need it to use your StarToken.
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Activate STARTOKEN

STEP 4.1: Set Security Question by selecting from dropdown list or by typing a new question and specifying an answer

STER OGN (X

StarToken Setup

Activation successful. Please provide the following information to setup StarToken

1. Additional Security Question

Question iWhat was the make of your first car? 2

Answer |contessa

- Please provide information here, that you would remember easily.

- The above security question will be asked to you when you use StarToken from a new PC.
(You will need to provide the same answer youve specified here, to authenticate yourself)

2, StarToken Device PIN

Set your Device PIN  [eeee | (4-10 digits )
Confirm Device PIN  |eswe |

- Please remember this PIN. You will always need it to use your StarToken.
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Activate STARTOKEN
STEP 4.2: Set STARTOKEN Device PIN (minimum 4 digits and maximum 10 digits) and click on Submit
You have to always remember the “Device Pin” & Security answer

STRRTOIKEN (X

StarToken Setup

Activation successful. Please provide the following information to setup StarToken

1. Additional Security Question

Question iWhat was the make of your first car?

Answer |contessa

- Please provide information here, that you would remember easily.

- The above security question will be asked to you when you use StarToken from a new PC.
(You will need to provide the same answer youve specified here, to authenticate yourself)

2, StarToken Device PIN

Set your Device PIN  [eeee | (4-10 digits )

Confirm Device PIN  |eswe |

- Please remember this PIN. You will always need it to use your StarToken.




‘f- TOKEN
B\

Secure Internet Banking

Activate STARTOKEN

STEP 5: You will be taken to your Bank of India Retail Internet Banking login page in a Secure Desktop mode

4% 31TH 3%711 froit 1 g
OV RS A e (1] Redationships beyond banking

Star Comect 1nternet Banking Services
Retail
Virtual Keyboard (for andering pasiword ondy)  Halp

MOMEOMOEEEEE]
vonp: | (M MEEE
PAADIORS <. | HOEMMOBER EEE
B UwwtuiMmfow’:'cmn«xkdj DDDDDDDD D
Lo HEEOCEEEECE
Note Password is Case Sensitive DDDBDDDDDDDD

(e oo [Fwachopce ][ oo ]

Eorgot Password? | Mew User | Transaction Password | Password Acknowledgement | Unblock/ Regenerate Password
You can now use your Debit-cum-ATM Card for Online Reset / Unblock / Acknowledge / Request for your Password

'/uﬁ ‘i' Important : In our constant endeavor to give you better service and user experience, we have enhanced our

w Internet Banking site, You may feel changes in the User Interface (look and leel). Please change your password
. s, Ples L click on

7 regularly and keep your computer protected and updated with lstest Antivieus and patches, Please do not clic
T any hyperlinks to reach to our site, but type our site address MEp/ /bankofindi.co.n

Trouble Logging | Safe Internet Banking | Terms and Conddions | Disclamer | Contact Us

[Best viewad In [E ver 5.5 and sbove n 1024 x 768 Resoltion)

‘StarToken Secure Intemet L
D)
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Activate STARTOKEN
STEP 6: Login to your account and start doing internet banking using STARTOKEN

4% 31TH 3%711 froit 1 g
OV RS A e (1] Redationships beyond banking

Star Comect 1nternet Banking Services

Retail

Virtual Keyboard (for andering pasiword ondy)  Halp

MOMEOMOEEEEE]
(M MEEE
HOEMMOBER EEE
B W\vtu&mde (Recommernded) DDDDDDDD D
LT} HO00EE0E0O0

Note Password is Case Sensitive DDDBDDDDDDDD

(e oo [Fwachopce ][ oo ]

Eorgot Password? | Mew User | Transaction Password | Password Acknowledgement | Unblock/ Regenerate Password
You can now use your Debit-cum-ATM Card for Online Reset / Unblock / Acknowledge / Request for your Password

'/uﬁ ‘i' Important : In our constant endeavor to give you better service and user experience, we have enhanced our

w Internet Banking site, You may feel changes in the User Interface (look and leel). Please change your password
. s, Ples L click on

7 regularly and keep your computer protected and updated with lstest Antivieus and patches, Please do not clic
T any hyperlinks to reach to our site, but type our site address MEp/ /bankofindi.co.n

USERID: [shashank?B

PASSWORD : [uoouoooo

Trouble Logging | Safe Internet Banking | Terms and Conddions | Disclamer | Contact Us

[Best viewad In [E ver 5.5 and sbove n 1024 x 768 Resoltion)

‘StarToken Secure Intemet L
D)




Regular Use (Always use STARTOKEN for Bank of India Internet Banking)
STEP 1: For subsequent internet banking usage, double click on the STARTOKEN icon

StarToken.exe




Regular Use (Always use STARTOKEN for Bank of India Internet Banking)
STEP 2: Enter your Internet Banking User ID and STARTOKEN Device PIN. (Always remember the Device Pin)

STRRTOEN o STRRTOIEN o

Enter User Id Enter Device PIN

User ID shashank78§ User ID et
\
/ Device PIN ooo.l

4 attempts left




‘f— TOKEN
B\

Secure Internet Banking

Using STARTOKEN for Online Payment Authorization
You can book railway tickets, Pay Bills & much more all through STARTOKEN
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Using STARTOKEN for Online Payment Authorization
STEP 1: Login to STARTOKEN and Click “Go To Windows”
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Using STARTOKEN for Online Payment Authorization
STEP 1: Login to STARTOKEN and Click “Go To Windows”

STEP 2: Access your merchant site & start the online transaction
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Using STARTOKEN for Online Payment Authorization
STEP 1: Login to STARTOKEN and Click “Go To Windows”

STEP 2: Access your merchant site & start the online transaction

STEP 3: Verify transaction details on the Bank Of India Netbanking page & click PAY
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Using STARTOKEN for Online Payment Authorization

STEP 1: Login to STARTOKEN and Click “Go To Windows”

STEP 2: Access your merchant site & start the online transaction

STEP 3: Verify transaction details on the Bank Of India Netbanking page & click PAY

STEP 4: You will see a “Transaction Authorization” window

STRIRTOIEN

version 1.1.1 e

Transaction Authorization

IRCTC

0182357139

Online e-Payment to IRCTC
[Bill Payment to: IRCTC]
for Amount: 216.0
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Using STARTOKEN for Online Payment Authorization
STEP 1: Login to STARTOKEN and Click “Go To Windows”

STEP 2: Access your merchant site & start the online transaction
STEP 3: Verify transaction details on the Bank Of India Netbanking page & click PAY

STEP 4: You will see a “Transaction Authorization” window

Click Decline to reject the transaction

STEP 5: Click Accept to authorize the transaction or T@l«EN version 1.1.1 e

Transaction Authorization
IRCTC
0182357139

Online e-Payment to IRCTC
[Bill Payment to: IRCTC]
for Amount: 216.0
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Using STARTOKEN on a different computer
Option 1: Using SMS One Time Password (OTP)

Step 1: Log on to the Internet Banking & download STARTOKEN. You will be asked to choose between SMS OTP or
STARTOKEN OTP. If you have your registered mobile available, please choose ‘Send me an OTP via SMS’

and click submit

T@K‘E:N wersion 1.1.4 e

New Computer Detected
Choose a method to activate this computer

" Send me an OTP via SMS

" Use my StarToken OTP

Choose the OTP [One Time Passwaord) that
you prefer to use

T I
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Using STARTOKEN on a different computer
Option 1: Using SMS One Time Password (OTP)

Step 2: Enter the security answer and the OTP you received via SMS and click submit

| T@I(‘E:N Version 1.1.4 Q

Additional Authentication Is Required On this Device

. Please provide the following security information to authenticate yourself

Additional Security Question

Question - What is the surname of your favourite musician?

/
Answer -C |eeccoee
—

e ——

—
—
—
E——

Please provide the same answer you gave during StarToken Activation.

OTP (One Time Password)

OTPID - 8bnl QTP - |eeeeee

This OTP has been sent in an SMS to your registered mobile telephone number

4 attempts left
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Using STARTOKEN on a different computer
Option 2: Using STARTOKEN One Time Password (OTP)

Step A: Generate STARTOKEN OTP

1. Log on to STARTOKEN on your regular computer. Click on ‘My Credentials’ and choose ‘Generate STARTOKEN OTP’

Change StarToken PIN

Change Security Questionfanswer

Generate StarToken OTP

My Credentials
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Using STARTOKEN on a different computer
Option 2: Using STARTOKEN One Time Password (OTP)

Step A: Generate STARTOKEN OTP

2. Enter the Validity Period and click Generate. Note the OTP and keep it in a safe place
You will need this for using STARTOKEN on a different computer

T@K‘E:N Version 1.1.4 e

StarToken OTP

This is used for authentication while using StarToken
from a new PC.

Set Validity
Validity Period |7 Days
OTP Details
OTPId - 141m OTP - sh3kzda

Please note down the above details in a safe place.
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Using STARTOKEN on a different computer
Step B: Install STARTOKEN on a different computer

1. Log on to the Internet Banking & download STARTOKEN. You will be asked to choose between
SMS OTP or STARTOKEN OTP. Click on ‘Use my STARTOKEN OTP’

T@K‘E:N wersion 1.1.4 Q

New Computer Detected
Choose a method to activate this computer

" Send me an OTP via SMS

" Use my StarToken OTP

Choose the OTP [One Time Passwaord) that
you prefer to use

T I
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Using STARTOKEN on a different computer
Step B: Install STARTOKEN on a different computer

2. Enter the security answer and the STARTOKEN OTP you have previously generated in step A. Click submit

| T@I(‘E:N Version 1.1.4 Q

Additional Authentication Is Required On this Device

. Please provide the following security information to authenticate yourself

Additional Security Question

Question - What is the surname of your favourite musician?

/
Answer -C |eeccoee
—

e ——

—
—
—
E——

Please provide the same answer you gave during StarToken Activation.

OTP (One Time Password)

OTPID - 8bnl QTP - |eeeeee

This OTP has been sent in an SMS to your registered mobile telephone number

4 attempts left
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Other STARTOKEN features
STEP 1: At any point, click on “Go to Windows” to return to your Windows desktop

Goto Windows

Now you are at windows desktop, you will see the StarToken tab in the taskbar. Click on StarToken tab
to go back and continue your Internet Banking

[Note: If you stay at the windows desktop for more than 3 minutes & click the StarToken tab, you will be
asked to enter the device pin before entering the StarToken]

StarToken 7} Gog
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Other STARTOKEN features

STEP 2: Clicking on “Helpdesk” button will take you to the Bank of India customer care where you can read about the
application usage, frequently asked questions (FAQs) and also communicate with Bank of India support personnel

Helpdesk

STEP 3: Clicking on “StarConnect” button will go back to your internet banking window

StarConnect
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Other STARTOKEN features

STEP 4: Click on “Change PIN” button to change your STARTOKEN Device PIN. It is recommended
that you change the PIN every 15 days

STRRTOIEN """

Change Device PIN (4-10 digits)

Current Device PIN [oou |

C h a n g e pi n New Device PIN Ioooooooo-o I

Confirm Device PIN {oooooooooo] |

STEP 5: Clicking on “Exit StarToken” button will signout Bank of India internet banking and
exit the STARTOKEN application

Exit StarToken




